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SUPREME COURT OF THE STATE OF NEW YORK
COUNTY OF QUEENS

THE PEOPLE OF THE STATE OF NEW YORK,
by LETITIA JAMES, Attorney General

of the State of New York, COMPLAINT
Plaintiff,
- against - Index No.
IAS Part

Assigned to Justice
Unknown Parties in Ownership and/or Control of
Digital Wallet Addresses
0xD7648F{fA48e06b0107435a966F3F1e9DBe10B7d,
TCfrSoZp8qlIwarum6kjt4023wTNhilss8, and
TDvRhqyGMW5NuZjhiAmEmYuXrSZ4bdZtmu,
and Unknown Others.

Defendants.

Plaintiff, the People of the State of New York, by Letitia James, Attorney General of the
State of New York (“OAG” or “Plaintiff”), alleges the following against unknown parties in
ownership and/or control of digital wallet addresses
0xD7648F{fA48e¢06b0107435a966F3F1e9DBe10B7d (hereinafter “Wallet 17),
TCtr50Zp8qlJwarumo6kjt4o23wTNhilss8 (hereinafter “Wallet 2”), and
TDvRhqyGMWS5NuZjhiAmEmYuXrSZ4bdZtmu (hereinafter “Wallet 3”) (“Unknown Parties™),
and other unknown persons (“Unknown Others” and, together with the Unknown Parties,

“Defendants”).

NATURE OF THE ACTION

1. From at least January 2024, through at least June 2024, Defendants, a web of
unknown individuals, in and from unknown locations, employed a scheme to defraud New

Yorkers and individuals across the country—some of whom are recent immigrants to the United
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States with very little in assets—by tricking them into believing they would be paid to work
remotely for legitimate businesses. Defendants recruited these individuals (each a “Victim”)
using text messages and deceived them into purchasing and transferring cryptocurrency into
multiple digital wallet addresses, also known as wallets, that Defendants owned and/or
controlled, and then secretly moved those assets to other wallets Defendants owned and/or
controlled.

2. As part of the scheme, Defendants posed as job recruiters, trainers, managers, and
customer service agents of different imposter companies. Through private messages over the
WhatsApp messenger application (“WhatsApp”) and other messenger groups, they lured Victims
into performing the relatively simple task of reviewing and rating products on now-defunct
websites that Defendants created. The task involved clicking on various products shown on the
websites to supposedly generate data that helped promote those products to consumers.
However, the companies were impersonations of real companies and the websites were merely a
facade for a massive fraud.

3. In exchange for their work, Victims were fraudulently promised a convoluted
compensation consisting of salary, bonuses, and commissions. Victims were required to create
accounts on these websites and make deposits in the form of USD Coin (“USDC”) or USD
Tether (“USDT”)—both of which are stablecoins, a type of cryptocurrency theoretically pegged
to the U.S. Dollar—to designated wallets Defendants owned and/or controlled. These deposits
were ostensibly to cover the price of the products they were reviewing and rating, and to increase
their earning potential in performing the work, as Victims were told the more cryptocurrency
they deposited the more salary and bonuses they would earn. To make the deposits Victims were

instructed to use their own money to purchase cryptocurrency on various platforms.
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4. Victims often were unfamiliar with cryptocurrency, and trainers would guide
them step by step via text message through the process for opening up accounts on the different
platforms and show them how to purchase the cryptocurrency used to make the deposits.

5. Defendants led the Victims to believe they were accumulating compensation in
their accounts and that they could ultimately withdraw the amounts they earned during their
employment. This was a lie. Once the Victims sent their cryptocurrency to Defendants’ wallets,
Defendants secretly transferred the cryptocurrency to other wallet addresses that Defendants
owned and/or controlled.

6. There was no legitimate operation and Victims earned no actual compensation.
Through their deceptive and unlawful practices, Defendants intentionally misled the Victims—
including New Yorkers—into believing they had obtained legitimate and income-producing
employment when, in reality, Defendants were simply stealing the Victims’ cryptocurrency.

7. OAG secured a freeze of the USDC and USDT stolen by Defendants and
contained in Wallets 1, 2, and 3. As of April 26, 2024, Wallet 1 contains approximately 219,840
USDC, Wallet 2 contains approximately 862,347 USDT, and Wallet 3 contains approximately
1,097,320 USDT. The cryptocurrency contained in Wallets 1, 2, and 3 are valued at
approximately $2,179,507 and remain available for seizure, disgorgement, and restitution
pursuant to an order from the Court.

8. This action seeks an order from the Court (i) permanently enjoining Defendants
from engaging in fraudulent, deceptive, and illegal acts in violation of New York’s General
Business Law (“GBL”) Articles 23-A (the “Martin Act”) and 22-A, and Executive Law § 63(12);
(i1) permanently enjoining Defendants from soliciting New Y orkers for employment, sending

any unsolicited text messages or other communications to New Yorkers and engaging in any
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practice or course of business related to the issuance, distribution, exchange, promotion,
advertisement, negotiation, purchase, investment advice, or sale of any commodities within or
from this state; (ii1) authorizing OAG to take possession of the frozen USDC and USDT
stablecoins in Wallets 1, 2 and 3; (iv) directing Defendants to pay damages, restitution, and
disgorgement for their unlawful, fraudulent, and illegal conduct; (v) imposing a civil penalty
pursuant to GBL§ 350-d of $5,000.00 for each deceptive act committed by Defendants; (vi)
granting costs to the State of New York of $2,000.00, pursuant to CPLR § 8303(a)(g), against
each Defendant; and (vii) for such other monetary penalties and equitable relief as the Court may
deem just and proper.

PARTIES

0. Plaintiff Letitia James is the Attorney General of the State of New York. The
State of New York has an interest in upholding the laws of the State, and OAG is charged with
enforcing those laws. OAG brings this action pursuant to the Martin Act, GBL §§ 349 and 350,
and Executive Law § 63(12).

10. Defendants, Unknown Parties, are persons of unknown location and citizenship in
ownership and/or control of Wallets 1, 2 and 3.

11. Defendants, Unknown Others, are persons of unknown location and citizenship
who sent unsolicited text messages to individuals located within and from the State of New York
and other states, advertising and offering remote employment opportunities that were non-
existent. Defendants used spoofed telephone numbers, including New York telephone numbers
+1(917) 553-2445 and +1 (315) 504-5310, to send the messages. Defendants also impersonated
websites and real businesses such as Digistore24, FeraAl, Birdeye, Wish, Summit Digital

Marketing, Page Zero Media and Sachs Marketing Group, and claimed to be associated

4
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therewith as recruiters, trainers, managers, and customer service representatives in order to
fraudulently induce Victims to purchase cryptocurrency and then transfer it to Defendants. These
Defendants identified themselves only as “Rachel,” “Emily,” “Maria,” “Alexander,” “Evelyn,”
“Olivia,” “Emma,” “Nicholas,” “Chloe,” “Alex(ander),” “Eliana,” “Aria,” “Amy Christian,” and
“Anthony.” Defendants, Unknown Others, also used the names “Jemalle Sulay,” “Joymie Lynn
Garcia Parinas,” “Princess Rhaiza Maxino Tomawis” and “Annalyn Francisco Castillo” and the

29 ¢¢

email addresses: “sulayjemalle@outlook.com,” “cahneahneol@gmail.com,”
“wise071622@gmail.com” and “arrianesey@gmail.com.”

RELEVANT ENTITIES

12. Circle Internet Financial, LLC (“Circle”) is a Delaware limited liability company
with its headquarters in Massachusetts and a registered address in New York county. Circle is a
financial technology company that controls the software and rules that apply to the USDC
stablecoin, which is a commodity' under the Martin Act. Circle has the ability to block wallets
from sending and receiving (i.e. to freeze) USDC and has done so with respect to the USDC
contained in Wallet 1.

13. Tether Holdings Limited, the holding company of Tether Limited (“Tether”) is
incorporated in the British Virgin Islands. Tether is financial technology company that controls
the software and rules that apply to the USDT stablecoin, which is a commodity under the
Martin Act. Tether has the same ability to freeze USDT and has done so with respect to the

USDT contained in Wallets 2 and 3.

I Stablecoins have characteristics of securities and commodities.

5
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JURISDICTION AND VENUE

14. Plaintiff brings this action pursuant to the Martin Act, GBL §§ 349 and 350, and
Executive Law § 63(12) to enjoin Defendants’ fraudulent, illegal, and deceptive business
practices. Plaintiff also seeks restitution on behalf of the Victims, disgorgement, damages, civil
penalties, and costs, as authorized by law, to be paid to the State of New York.

15. The Martin Act prohibits fraud and misleading practices and representations by
any person or entity where engaged in to induce or promote the issuance, distribution, exchange,
sale, negotiation, or purchase within or from this state of any securities and commodities,
regardless of whether issuance, distribution, exchange, sale, negotiation, or purchase resulted.
The Martin Act empowers OAG to seek legal and equitable relief for the use of fraudulent
practices in the issuance, exchange, sale, promotion, negotiation, advertisement, investment
advice, distribution or purchase of securities and commodities in or from the State of New York.

16. GBL Article 22-A prohibits deceptive business practices and empowers OAG to
seek injunctive relief and restitution. GBL § 349 prohibits “deceptive acts or practices in the
conduct of any business, trade or commerce.” GBL § 350-d empowers OAG to seek civil
penalties of up to $5,000.00 for each violation of GBL Article 22-A.

17. Executive Law § 63(12) empowers OAG to seek an order enjoining the
continuance of repeated fraudulent or illegal acts in the carrying on, conducting, or transacting of
business affecting the interests of the public within the State of New York. Executive Law §
63(12) also empowers OAG to seek injunctive relief, restitution, disgorgement, damages, and
costs when any person or business entity has engaged in fraudulent or illegal acts or has
otherwise demonstrated repeated or persistent fraudulent or illegality in the carrying on,

conducting, or transacting of business.
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18.  Defendants falsely advertised to and solicited New Yorkers and other U.S.
citizens for non-existent employment opportunities; used fraud, deceit, false pretense,
concealment, and misrepresentations to induce them into purchasing commodities in the form of
cryptocurrencies within or from the State of New York; and fraudulently transferred Victims’
cryptocurrency to wallets that Defendants owned and/or controlled. This Court has jurisdiction
over the subject matter of this action, personal jurisdiction over the Defendants, and authority to
grant the relief requested pursuant to the Martin Act, the GBL Article 22-A, and Executive Law
§ 63(12).

19.  Pursuant to CPLR § 503, venue is proper in Queens County because multiple
Victims are located in Queens County.

FACTUAL ALLEGATIONS

I.  The Structure of the Fraudulent Job Scheme

A. Defendants Solicit Victims for Fake Jobs

20. From at least January 2024 through at least June 2024, Defendants, a network of
fraudsters, operated a scheme to defraud Victims in New York and across the country by stealing
Victims’ cryptocurrencies using a collection of wallets that Defendants owned and/or controlled.
In each instance, Defendants initiated the scheme by sending unsolicited SMS text messages to
the Victims from various spoofed telephone numbers and posing as recruiters from different
staffing agencies claiming to be hiring and offering remote full- and part-time employment
opportunities. The messages were sent directly to Victims’ personal mobile phones using
messaging apps and offered the work opportunities to individuals who possessed a social

security number, U.S. bank account, and were of a minimum required age, commonly 23.
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21.  Recipients who affirmatively expressed interest in the job opportunity were told
they would be contacted via WhatsApp by individuals claiming to be “trainers,” and who would
share further details about the supposed work opportunity. Persons posing as trainers typically
contacted Victims within one to two days.

B. Defendants Use False Statements and Deceptive Images to Perpetuate Victims’
Perception of Legitimate Work

22. Communicating through WhatsApp, the trainers told the Victims they could make
money by reviewing products on their new employers’ websites. The “reviews” consisted of
clicking on the products on the website, which supposedly generated market data that helped to
facilitate sales. The companies the trainers identified to the Victims were real, but the
employment opportunities were not and any association between the Defendants and these
companies was entirely fake.

23. Defendants sent Victims links to websites that replicated the imagery of the
legitimate companies’ websites, but which were really just imitations created to perpetuate the
fraud. The links to these imposter websites frequently failed during the time some Victims were
ensnared in the scheme, which the trainers attributed to “system updates.” Each time a link
failed, Defendants sent Victims new links to the false sites to keep their scheme going.

24, Trainers showed the Victims how to create individual “working accounts” on
these websites that would purportedly allow them to conduct the product reviews, receive
payment and hold account balances. In reality, the working accounts were illusions—they did
not exist, there were no balances accumulating, and working accounts were simply another lie

Defendants told to deceive Victims.
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25.  After Victims created their working accounts, they were told to allot between 30
minutes to an hour for “training” in a supposed trainer account on how to click and submit the
products in their review sets before they could transition to doing it in their working accounts.

26.  During the training sessions, trainers deceived the Victims, telling them that
within a product set, each product had a price in USDT assigned to it. In order to review
products, Victims were required to maintain a working account balance equal to or greater than
the “price” assigned to the product. Victims were assured that they were not buying the products,
but that maintaining those account balances helped “legitimize” the data they were generating.

27.  To maintain that account balance, Victims were told they needed to purchase and
deposit stablecoins into their working accounts, which required them each to create a wallet and
connect it to their working account. Defendants also claimed the wallets were necessary for
Victims to receive compensation in the form of (i) commissions, as a percentage of the price of
the products they reviewed; (ii) salary, upon achieving certain milestones in the number of
product sets completed; and (iii) bonuses, upon completing training and hitting other milestones.
This compensation, supposedly to be paid in stablecoins, was never real and deposits Victims
supposedly made into their “working accounts” in reality simply went into wallets that
Defendants owned and/or controlled.

28. Each Victim during, and often after, their training was instructed to communicate
with their respective trainer by sending screenshots of what they were seeing and doing while
submitting products so that trainers could further guide them. Victims were promised that upon
completing their training sessions, they would receive a commission based on the products they
reviewed during training, along with a registration bonus for creating their working accounts.

That initial compensation would serve as the starting balance for their own working accounts.
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29.  Most Victims had no prior experience with cryptocurrency and were using it for
the very first time. Trainers also showed Victims how to create their wallets and deposit money
on various cryptocurrency platforms such as LBank or Crypto.com, and Cash App, a mobile
payment service; how to supposedly connect their wallets to their working accounts to collect
their promised salaries and commissions; and how to purchase USDC and USDT in their wallets
and transfer it to their working accounts. Alternatively, trainers showed Victims how to buy
other cryptocurrency, such as Bitcoin or Ether, and convert them into USDC or USDT which
Victims then transferred to Defendants. Each unit of cryptocurrency that Victims purchased and
transferred constituted the purchase and transfer of a commodity under the Martin Act.

II. Defendants Repeatedly Tricked Victims into Depositing
More Cryptocurrency into the Fraud

30.  The success of the remote work fraud scheme depended on convincing Victims to
keep depositing stablecoins into the scheme while preventing them from getting any of it out.
This was typically achieved through three channels: account recharges, “product merges” or
“package missions”, and fees, all of which were just ploys to extract deposits from Victims.

31. Once their wallets were connected, Victims were assigned “sets” of products to
complete, which would generate fictitious commissions in their working account based on the
price of each product. Each product set typically consisted of around 40 products. Inevitably,
Victims encountered a product with a review price that exceeded the Victim’s account balance.
In those situations, Victims were instructed to “recharge” their working account balances by
purchasing and depositing additional stablecoins to cover the shortage, which allowed them to
continue the review and achieve their commission.

32.  Defendants also enticed Victims into depositing cryptocurrency by promoting

participation at higher “tiers” in the product review process. Victims were told that they started
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their employment at the Bronze tier (the lowest), but could upgrade to Silver, Gold, Diamond
and Premium (the highest). Supposedly, these tier upgrades would bring Victims higher-priced
products and higher salaries and commission rates for completed product sets, but also required
them to carry significantly higher working account balances. In reality, the tiers were just a
means to attract more and larger stablecoin deposits from Victims for the Defendants to steal.

33.  Victims viewing their working accounts on Defendants’ websites saw illusory
balances reflecting USDT deposited and profits supposedly earned, which deceived them into
believing that they were earning rather than losing money. Trainers reinforced this belief by
showing Victims how to make small withdrawals of their profits from their working accounts
into their wallets. But this profit realization was a sleight of hand, as Victims were directed
almost immediately to put those amounts back into their working accounts to obtain the next
product set.

34.  The largest component of the fraud was what trainers referred to as a “product
merge” or “package mission,” where a Victim received multiple products simultaneously for
review whose combined value exceeded the Victim’s working account balance. Trainers were
quick to characterize these to Victims as a rare but good thing, since Victims’ compensation
supposedly was heavily tied to the total value of the products they reviewed. Trainers also told
Victims that their commission rates for a “merge” or “package” were significantly higher, in
some instances claiming it was nine times higher, than when just reviewing a single product.

35. Over a short amount of time, Victims found themselves facing frequent product
merges marked by products with high prices. This required Victims to “recharge” their accounts
with higher amounts of stablecoin deposits. Conned into believing that the phony profits were

real and having already committed substantial sums of their own stablecoins, Victims were

11
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further deceived into believing that if they reached a withdrawal point, they could claim and
withdraw their earnings and deposits.

36.  The more stablecoins Victims committed to the scheme to cover the deposit
demands associated with the product sets, the more desperate they became in trying to realize
their purported earnings and extract their balances. Facing working account deficits with
increasing frequency and size, Victims went to greater lengths to obtain the funds to clear them,
such as borrowing money from friends and family, and undertook extreme efforts to obtain the
stablecoins needed to reach a point where they were told they could reclaim the significant assets
they had invested in this scam.

III.  Defendants Used a Collection of Wallets to Steal Victims’ Cryptocurrency

37. Victims were directed at the start of their “employment” to use cryptocurrency
platforms to buy and transfer USDC and USDT to their working accounts. When Victims
reached one platform’s limits for purchasing, exchanging, or transferring USDT and USDC at a
given time, or if there was a waiting period, trainers responded by pressuring Victims to open
accounts on additional platforms, or to use more expensive options, such as Bitcoin ATMs to
keep the cryptocurrency flowing into the Defendants’ wallets.

38. Beyond the use of trainers, the Defendants also convinced Victims that their
respective fake companies had designated “Customer Service” representatives, which further
cemented the fraudulent scheme with the Victims.

39. To transfer stablecoins into their working accounts, Victims were instructed to
contact their Customer Service representatives, usually through separate WhatsApp chats.

Customer Service provided Victims with intermediary wallets that Defendants owned and/or

12
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controlled (each, an “Intermediary Wallet”) where Victims were instructed to send their
stablecoin deposits.

40.  The Intermediary Wallets that Customer Service sent the Victims changed daily.
The Defendants’ ownership and/or control of these Intermediary Wallets ultimately allowed
them to redirect and steal the Victims’ stablecoins. Only an owner or possessor of a wallet’s
private key—essentially a long and complex password—can effectuate cryptocurrency transfers
out of a wallet.

41.  Defendants directed Victims to send their cryptocurrency to nearly 100
Intermediary Wallets during the time Victims were in Defendants’ make-believe employ. At
least sixteen of the Intermediary Wallets Defendants provided were used repeatedly to defraud
multiple Victims who otherwise had no connection to one another and were theoretically
working for different companies performing the same make-believe tasks.

42. Unknown to the Victims, Defendants, as owners and/or controllers of the
Intermediary Wallets, transferred the stablecoins from the Intermediary Wallets into two other
wallets they owned and/or controlled: (0x6298BfEd428B843d326dDAE1A406441CDB40db80
(“Transition Wallet A”) and 0x7a448169¢9d5DB6405087dAB9dfF774Db6589b05 (“Transition
Wallet B”, and collectively with Transition Wallet A, the “Transition Wallets)). Defendants
then transferred the stablecoins that went to Transition Wallet A into Transition Wallet B, and
then transferred them yet again into Defendants’ Wallet 1.

43. By April 1, 2024, over 2 million USDC collectively was transferred from the
Intermediary Wallets, Transition Wallets or directly from the Victims’ wallets, into Defendants’

Wallet 1.
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44, On and between April 2, 2024, and April 3, 2024, 1,999,999 USDC from
Defendants’ Wallet 1 was transferred to another wallet
0x409C4A8eC8eEBf4132E33122164D57C5B7039E59 (hereinafter “wallet 0x409). As of April
5, 2024, Wallet 1 still holds 219,840 USDC, currently frozen and valued approximately
$219,840. Because the remaining USDC in Wallet 1 is frozen, Defendants cannot access,
withdraw, or transfer it.

45. After the Defendants successfully transferred the 1,999,999 USDC to wallet
0x409, the Defendants used a foreign cryptocurrency platform, UCC Technologies LLC (doing
business as Bitunix) (“Bitunix”), to exchange the USDC for USDT. This exchange was
completed by transferring all of the USDC in wallet 0x409 to Bitunix’s “mixer” wallet
TB73gtW1hsTxxA9XUYKLSJKTSHw6Jk53eH (“wallet TB73g”). Bitunix has no “Know Your
Customer” (“KYC”) protocol for identifying and verifying its users, which has prevented the
identification of the users behind wallet 0x409 and Wallets 1, 2, and 3. Defendants subsequently
used three transactions to send approximately 990,000 USDT from wallet TB73g to Wallet 2 and
another three transactions to send the remaining approximately 1,007,000 USDT to Wallet 3.

46. Defendants continued executing transactions in USDT in and out of Wallets 2 and
3 until April 26, 2024 when, at OAG’s request, Tether froze the remaining USDT balances in
those Wallets. As of April 26, 2024, approximately 862,347 USDT remains frozen in Wallet 2,
and approximately 1,097,320 remains frozen in Wallet 3, currently valued at approximately
$862,347 and $1,097,320, respectively. By freezing the USDT, Defendants are unable to access,
withdraw, or remove the stablecoins from Wallets 2 and 3.The following chart shows how the

Defendants moved the stablecoins through the Wallets up until OAG secured their freeze:
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Movement of USDC/USDT
From Intermediate Wallets to
Transitional and Frozen Wallets s62.347 USDI
Transition i
‘Wallet 1
lu
s
D
C
o Off Chain
Transition ., yspc amuspe Wallet USDCEM) <-—> USDT(ZM)
Wallet 2 —>» Oxd09 > 4/2/2024 - 41312024
Wallet TB73g

1,097,320 USDT
Frozen on
4/26/2024

*All USDC/USDT values are approximated

IV.  Defendants Defrauded Victims Using A Common Scheme

A. Victim Theo?

47. On March 1, 2024, Theo, a 39-year old online salesperson and resident of Queens,
New York who immigrated from India, received a text message from one of the Defendants, a
purported recruiter calling herself “Rachel” from Brilliant Staffing and claiming to have
“exciting positions” with “numerous benefits and flexible requirements”. See Fig. 1. After Theo
showed interest in the opportunity, Rachel asked permission to contact him via WhatsApp.

[Remainder of Page Intentionally Left Blank.]

2 The true names of each Victim are known to OAG but have been replaced here with pseudonyms.
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1:13 =aE =

FEachal Racruitar RamoTa

Text Message
Fri, Bar 7 =t 1 15 AR

SG'day. my name is Rachel a Recruiter
at Brilliant Staffing ,| saw on the
company's job posting that vou've
been looking for a job recently .
would vou InTerested in Remote

wwork 7
Good day, ves, I'm interested

Do vou vou meet the age
requirement (23 vears and above)
and are based in the US?

Great!! We have some exciting
positions available with numerous
benefits and flexible requirements:

Ed nMust already possess a Social
Security number
EdrFlexible working hours and
locations within theae USA
b Opportunities for promotion and
carcer advancement

Competitive weekly salary range
g Applicants aged 22 and above
b WFH positions available

Yes, | meet requirements

C Could | have yvour permission to
have our desianated reoresentative

—+

Fig. 1: Screenshot of initial SMS text message sent to Theo.

48.  Through WhatsApp another Defendant, “Emily,” who claimed to work as a
reviewer for a company called Digistore24 (“Digistore”), with the added role of “instructor/team
leader,” offered Theo a remote job. The job purportedly entailed “clicking and collecting data
from [Digistore’s] product data optimization platform....”

49.  Emily told Theo that he would “get paid for the amount of work [he did]” and that
he would earn daily commissions and salary, which would have enabled him to earn, on average,
more than $1,000 per week.

50.  Emily provided Theo with access to the purported Digistore portal using a link
shared via WhatsApp and she spent about 90 minutes using screenshots to train Theo on how to

“master the workflow.”
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1. Defendants Repeatedly Tricked Theo into Sending
Cryptocurrency to Wallets They Owned and/or Controlled

51.  Theo was promised a 15 USDT registration bonus for creating his own working
account, as well as 25% of the supposed commissions generated during his training. Emily also
instructed Theo on how to open a wallet on LBank and how to connect that wallet to his working
account. She also explained that this wallet would be used both to deposit the USDC and USDT
into his working account, as well as to withdraw his earnings.

52.  Inreality, there was no working account, and stablecoins that Theo deposited
were actually going into wallets that the Defendants owned and/or controlled.

53.  As Theo began working, Emily guided him on how to purchase and deposit more
USDT and USDC so that he could continue to “click and submit” products to complete his
product sets and earn the promised compensation. At Emily’s instruction, Theo would either buy
Bitcoin and convert it in his wallet to USDT to deposit into his working account, or he bought
USDC, which he could deposit directly into his working account.

54.  Between March 4, 2024 and March 21, 2024, to cover the posted price for each
product he was assigned, Theo repeatedly purchased USDC on platforms such as Gemini to
deposit into his working account. Alternatively, Theo purchased Bitcoin on Cash App, which he
then converted on LBank to USDT, to deposit into his working account.

55. On March 4, 2024, Theo made his first deposit of 34 USDT while reviewing
products. Subsequently, each product Theo received increased in price, requiring a larger deposit
amount for him to continue in his product set and earn his supposed commission. For example,
on March 9, 2024, the price for one product required Theo to deposit 1,220 USDT. By March 12,
2024, another product’s price caused the deposit requirement to jump to 3,889.13 USDC and by

March 15, 2024 the deposit requirement increased again to 13,069.51 USDC.
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56.  Theo grew concerned with these increases in required deposit amounts and noted
that, in some instances, he was receiving multiple products simultaneously for review, which
Defendants called “product merges.” He voiced these concerns to Emily, who characterized
those developments as a “good thing considering the profits from it.”

57.  To cover the required deposits, Theo leveraged numerous funding sources,
including purchasing cryptocurrency with his credit cards, and borrowing over $12,000 from
friends and family, including people in India. Believing he held more than 50,000 stablecoins in
deposits and accumulated earnings in his working account, on March 18, 2024, Theo told Emily
that he wanted to withdraw his money.

58. When Theo tried to withdraw 50,000 stablecoins, he was told he needed to
upgrade from the Bronze tier membership to the Gold, which required an additional 10,000
USDT deposit. Theo deposited 2,000 USDC toward the upgrade, expecting it would be added to
the 7,976.26 USDT earnings balance reflected in his working account. Emily then told Theo that
he could not use his account earnings for membership upgrades.

59. Forced to purchase and deposit more stablecoins to resume his withdrawal
attempt, on March 21, 2024, Theo, bought an additional approximately $8,000 worth of USDT,
including using money borrowed from a friend, to complete the upgrade to Gold. But that still
was not enough. Customer Service then told him his account needed to be verified, which
required an additional USDT deposit, before his funds could be released.

60. Unable to purchase any more cryptocurrency, Theo pleaded with Emily to get his
money back and even threatened to contact law enforcement. Emily denied any responsibility for
returning Theo’s stablecoins and refused to help him. Believing he had been defrauded, Theo

reported his losses to law enforcement on March 22, 2024.
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2. Defendants Steal Theo’s Cryptocurrency

61.  From March 1° to March 21%, 2024, Defendants deceived Theo into spending
$58,112 U.S. dollars to purchase 56,046.43 in stablecoins that he was instructed to deposit across
thirteen Intermediary Wallets controlled and/or owned by Defendants. Six of those Intermediary
Wallets also were used to similarly defraud a Florida resident, Dena, and a seventh was used to
defraud a New York resident, June.

62.  Defendants used four of the Intermediary Wallets that Theo deposited stablecoins
into to transfer a cluster of USDC into the two Transition Wallets. One of the four Intermediary
Wallets transferred USDC to Transition Wallet A. The other three Intermediary Wallets
transferred USDC to Transition Wallet B.

63.  Asalleged in Paragraph 42, Transition Wallet A transferred USDC into Transition
Wallet B, which then transferred USDC into Wallet 1.

64. As alleged in Paragraph 45, Defendants converted the USDC to USDT and
transferred it to Wallets 2 and 3.

B. Victim June

65. On March 8, 2024, Victim June, a 28-year old then-resident of Queens, New
York, and a recent immigrant from India, received an unsolicited text message to her mobile
phone from a recruiter named “Maria” who claimed to be from the “CultureFit Technology”
staffing agency. Maria said she had “many work opportunities with numerous benefits and
flexible requirements” for persons who “already possess a Social Security Number and U.S.
Bank Account” and who were “aged 23 and above/flexible working hours.”

66. June expressed interest in the position and was contacted on or around March 10"

over WhatsApp by a person named “Alexander.” Alexander offered to train June as a “Product
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Traffic Enhancer” with FeraAl (“Fera”) and told her that the position involved reviewing and
clicking on products on Fera’s platform to generate data that would boost product visibility and
help Fera generate sales.

1. Defendants Repeatedly Tricked June into Sending
Cryptocurrency to Wallets They Owned and/or Controlled

67.  Alexander promised June that she would earn a salary after she completed her
third and fifth days of work, and a commission of 1% of the total value of the products she
reviewed, or 9% when she completed a “package mission.” Alexander also represented that all of
June’s balances, recharges and commissions would be credited back to her and that she would
not lose any money.

68.  June had no prior experience using cryptocurrency. After she completed training,
Alexander showed her how to establish a digital wallet on LBank and use Cash App to purchase
and add cryptocurrency to her Fera working account. He also showed her the phony “income”
she supposedly earned in registration bonuses and commissions, as well as how to recharge with
more USDT to continue reviewing product sets.

69.  Concerned over having to contribute her own money, June told Alexander
unequivocally “I don’t want to continue with this anymore.” Having very little in financial
assets, June explained that she had not heard of this type of work and that she was looking to
earn money, not invest it. Alexander convinced June to continue, asserting falsely that the work
entailed generating “genuine data created by real users [to] help promote and enhance []
products,” and giving false assurances about the legitimacy of the company she was working for.

70.  Alexander, focused on having June complete her recharges as quickly as possible,
directed her through a veritable obstacle course of cryptocurrency platforms during her time as a

worker. In the first few days alone, he had her attempt purchases on Cash App and open accounts
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on Crypto.com and Trust Wallet, another cryptocurrency platform. Alexander also pressured
June, telling her that by not completing the recharge, it would be another day before she finished
her product set, which “also means one less day of income,” and that she would not have
completed enough working days to collect salary.

71.  After June completed her first few training product sets, Alexander showed her
how to withdraw her entire earnings balance from her Fera working account to her LBank wallet.
But the very next recharge required June to quickly put the full withdrawal, and more, right back
into the Defendants’ hands, causing her to buy even more stablecoins to complete the recharge
and continue being defrauded.

72.  As June reviewed more products as part of her “work,” she told Alexander that
she found the process “addicting.” Eventually, June began encountering more and more
“package missions,” which Alexander told her she was “lucky” to receive. These package
missions required her to commit increasing amounts of her own money to buy cryptocurrency to
cover the recharges and fund her working account.

73. These recharge amounts initially were for a few hundred USDT at a time but grew
significantly in a matter of days. By March 18", Defendants sent June package missions and
recharge demands of over 1,000 USDT, followed the next day by two more in excess of 2,000
and 5,000 USDT, respectively. Throughout this process, Alexander continued pressing June to
use any means available to continue putting up the cryptocurrency she supposedly needed to
continue “working.” This included having her use her credit card and money transfers from her
personal bank account to buy more USDT through her Trust Wallet account, wiring cash
available on her Chase bank credit card to Coinbase, and encouraging her to borrow money from

a friend, but without saying what it was for, lest they suspect the fraud.
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74.  As June scraped together the assets to cover these recharges, her stress and
anxiety became palpable. She told Alexander that her bank account was down to virtually
nothing, that she “[didn’t] know what else to do,” and “fe[lt] like crying right now” over the
money she feared—correctly—that she’d lost. As she prepared to wire the last of the cash
balance available on her credit card, June begged Alexander for an assurance that she would not
receive another package mission. Alexander assured June that she was “a new user so the
chances of getting one are slim” and that package missions were not easy to get.

75. On March 20, June wired approximately $5,500 from a cash advance on her credit
card to cover the pending recharge, hoping to finish her product set and withdraw her balance.
Within minutes of completing the recharge and resuming her product set, June encountered
another package mission and recharge this time for over 12,000 USDT. June knew she could not
satisfy that amount and immediately told Alexander “I’m gonna die,” and begged him to help her
get around the product merge. Alexander callously reminded June that product merges were a
“good thing for us,” and about all of the money she had already committed.

2. Defendants Steal June’s Cryptocurrency

76.  From March 10" to March 20", 2024, during the time she was “employed” with
Defendants, June was deceived into spending approximately $6,250 purchasing cryptocurrency
and transferring all of it in into USDT and USDC to the Defendants. That Defendants stole all of
the little money June had is the sole reason she was not defrauded further.

77. Defendants instructed June to deposit her stablecoins into nine Intermediary
Wallets. Three of those Intermediary Wallets were also used to defraud Victim Dena, while a

fourth was used to also defraud Victim Theo, who is also a New York resident.
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78.  Defendants used two of the Intermediary Wallets that June deposited stablecoins
into to transfer a cluster of USDC into the Transition Wallets. One of the two Intermediary
Wallets transferred USDC to Transition Wallet A. The other Intermediary Wallet transferred
USDC to Transition Wallet B.

79.  Asalleged in Paragraph 42, Transition Wallet A transferred USDC into Transition
Wallet B, which then transferred USDC into Wallet 1.

80.  Asalleged in Paragraph 45, Defendants converted the USDC to USDT and
transferred it to Wallets 2 and 3.

C. Victim Dena

81. On March 2, 2024, Victim Dena, a 38-year old tech salesperson and resident of
Florida, received an unsolicited text message from a recruiter named “Evelyn” who claimed to
be from “Sabio Systems Recruitment.” Evelyn offered Dena “exciting positions with numerous
benefits and flexible requirements” working for a company, “Birdeye.” As with other purported
“recruiters,” Evelyn asked Dena for permission to have someone else contact her via WhatsApp
to share the complete details of the job.

82. That same day, Dena received a message via WhatsApp from someone calling
herself “Olivia” who told her that the role was for a “Birdeye agent” and the job was “mainly to
help merchants promote their low-starred products, increase product exposure, and make them
visible to more people” by “click[ing] on the platform provided by the company....” Olivia told
Dena that she could earn “$100-200 a day” in salary and commissions. She also told Dena that
compensation was paid in USDT and recorded on a Form-1099.

83. Olivia also conducted Dena’s training by having her work in a “training account,”

for which Dena was promised a 25% commission to start her working account balance.
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1. Defendants Repeatedly Tricked Dena into Sending
Cryptocurrency to Wallets They Owned and/or Controlled

84.  Once registered and working in her own account, Defendants directed Dena to use
Crypto.com, Cash App, Coinbase and Trust Wallet to purchase and send USDT in order to
review products on the Birdeye platform.

85.  Dena made her first deposit of 240 USDT to the platform on March 7, 2024. As
with the other Victims, Dena quickly encountered “package missions” that significantly
increased her recharge requirements. For example, on March 12", Dena was required to deposit
over $20,000 worth of stablecoins, and the very next day, was instructed to deposit over $40,000
more. On March 18", Dena added over $90,000 more worth of stablecoins spread out over 10
different deposits to cover her recharges. Dena used funds from her personal bank accounts to
purchase a large portion of the stablecoins she deposited with the Defendants.

86. By March 21, 2024, Dena had deposited over 300,000 USDT to clear products on
the platform and was led to believe she had earned substantial commissions and salary that
brought her Birdeye working account balance to 400,000 USDT. That same day, when she
attempted to withdraw from her working account, Olivia told Dena for the first time that she was
a Diamond-tier member and had a withdrawal limit of 150,000 USDT. Olivia also told her that a
full withdrawal of her working account balance required Dena to deposit 10,000 more USDT to
upgrade to Premium tier, which would allow for unlimited withdrawals once Dena completed an
additional set of 65 product reviews.

87.  Dena demanded her money back and an end to her “never ending nightmare,”
after which Birdeye’s Customer Service offered to waive the cost of the upgrade to Premium.

Nevertheless, despite the “free upgrade,” Dena was never able to withdraw her money. Instead,
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she received a new product set to complete, which required her to deposit 448,700.97 USDT. See

Fig. 2.
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Fig. 2: Screenshot of Dena's supposed Birdeye working account showing her wallet balance and
purported profits.

88. On March 21, 2024, Dena realized she had been victimized by Defendants and
that her money was stolen. She stopped communicating with both Olivia and Birdeye Customer
Service and reported her losses to law enforcement on March 22, 2024.

2. Defendants Steal Dena’s Cryptocurrency

89. From March 2" to March 21%, 2024, during the time she was “employed” with

Defendants, Dena was deceived into purchasing $305,954 worth of cryptocurrency and

transferring all of it in the form of USDT and USDC to the Defendants.
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90.  Defendants instructed Dena to deposit her stablecoins into 12 Intermediary
Wallets. Six of those Intermediary Wallets were also used to defraud Victim Theo, while another
three were used to defraud Victim June, who are New York residents.

91.  Defendants used eight of the Intermediary Wallets that Dena deposited
stablecoins into to transfer a cluster of USDC to the two Transition Wallets. Two of the
Intermediary Wallets transferred USDC to Transition Wallet A. Four of the Intermediary Wallets
transferred USDC to Transition Wallet B. Two other Intermediary Wallets transferred USDC
indirectly to Wallet B through a separate Intermediary Wallet.

92.  Asalleged in Paragraph 42, Transition Wallet A transferred USDC into Transition
Wallet B, which then transferred USDC into Wallet 1.

93.  Asalleged in Paragraph 45, Defendants converted the USDC to USDT and
transferred it to Wallets 2 and 3.

D. Victim Mark

94, On January 16, 2024, Victim Mark, a 30-year old engineer and resident of
Virginia, received an unsolicited text message from a person named “Emma” who claimed to be
a recruiter with “Insight Global.” Emma contacted Mark using a spoofed telephone number with
New York state area code “585” and offered a “variety of full-time, part-time and freelance
jobs.”

95. After Mark expressed interest, Emma told him that another person, “Nicholas,”
would contact him within a day via WhatsApp with more details about the job.

96. Nicholas contacted Mark initially over WhatsApp, but eventually moved to

another app called “Telegram.” He claimed to be an agent from “Wish” and explained that the
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job was to help Wish merchants enhance their products. Nicholas told Mark he would earn a
salary of $800 every five days.

97.  As with other Victims, Nicholas had Mark begin working in a training account
before moving to his own working account. On January 18™, Nicholas provided Mark links to
Wish’s imitation site and spent much of that day training Mark on how to use the supposed work
platform. Nicholas showed Mark how to review product sets, and how to make deposits to clear
“negative balances to positive balances.”

98.  Nicholas instructed Mark to create an LBank wallet to connect to the platform and
told to him to contact customer service to obtain the latest wallet address for his deposits.

1. Defendants Repeatedly Tricked Mark into Sending
Cryptocurrency to Wallets They Owned and/or Controlled

99. On January 19, 2024, Nicholas told Mark to begin working in his own account
and Mark used the LBank platform to purchase and send USDT to fund his account balance.
Mark was able that same day to withdraw some of his supposed earnings but, by the next day,
January 20™, he received a package product that required him to put the entire withdrawal back
into his working account, and to purchase and deposit 200 USDT more to cover the balance of
the deposit and continue working.

100.  On January 23, 2024, Mark’s deposit requirement increased, requiring him to
spend another $1,500. Two days later he was forced to spend another $6,000 in order to send
5,947 USDT to complete the supposed work package in his Wish working account.

101. By January 26, 2024, after having deposited approximately $8,150 worth of
USDT, Mark received a package product that required another deposit of over 18,000 USDT.
Mark told Nicholas he had “drained his savings,” was unable to meet the demand, and that he

wanted to withdraw his account balance. Mark also contacted Customer Service and explained
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his limited financial circumstances, his need to have the money to support his family, and even
his willingness to accept some loss. But Customer Service told him only that he could keep his

balance in his working account until he was able to complete his product set. See Fig. 3 and 4,

below.
[Remainder of Page Intentionally Left Blank.]
g T a7 P
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Fig.3: Screenshot of Mark's conversation with
the supposed Wish Customer Service from
January 30, 2024 through February 2, 2024
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will lose the money on my account? 1 PM

My trainer was giving me false hope saying the
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not aware of such high money needed . =1y -
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_guess 1 M

~
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o
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- |
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Because in the above information you have ~
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Fig. 4: Screenshot of Mark's conversation with
the supposed Wish Customer Service on
February 3, 2024.

102. In an effort to squeeze more stablecoins from Mark, Defendants offered to

provide “extensions” throughout February to give him time to source funding. However, each

extension, besides having no basis in reality, was also accompanied by fees that would only

increase the amount of USDT Mark would need to deposit.

103. By March 8% Mark was able to obtain funds to purchase and deposit USDT to

cover the outstanding recharge and fees. However, on March 15%, he received another package
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mission that required a new recharge of over 80,000 USDT. That day, Mark purchased and
deposited another $50,000 worth of stablecoins towards that amount, and on March 224,
deposited more stablecoins to cover the balance and reach a point where he was led to believe he
could withdraw.

104.  When Mark attempted to withdraw his balance on March 22", Customer Service
told him that he was subject to a withdrawal limit based on his membership tier, and that he had
a low-credit score of 17%, which needed to be increased to 50% to obtain his funds. To boost his
credit score, Defendants required Mark to deposit 1,000 USDT for every 2% he needed to raise.
Between the recharge amount, membership upgrade, and credit score improvement fees, Mark
deposited over $80,000 more worth of stablecoins into the fraud.

105. To cover the costs of all of these “charges,” which exceeded $140,000 in March
alone, Mark was forced to use his tax refund, borrow money from family, and withdraw from his
retirement plan.

2. Defendants Steal Mark’s Cryptocurrency

106. Between January 16, 2024 and March 22, 2024, the Defendants defrauded Victim
Mark out of approximately $157,130 worth of stablecoins. Defendants instructed Mark to deposit
his stablecoins into 11 Intermediary Wallets owned and/or controlled by Defendants.

107.  One of the Intermediary Wallets to which Mark deposited his stablecoins also
received stablecoins from a separate Intermediary Wallet used to defraud Victims Theo, a New
York resident, and Dena.

108. Defendants used two of the Intermediary Wallets that Mark deposited stablecoins
into, including the Intermediary Wallet in Paragraph 107, above, to transfer a cluster of USDC

into the two Transition Wallets.
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109. As alleged in Paragraph 42, Transition Wallet A transferred USDC into Transition
Wallet B, which then transferred USDC into Wallet 1.

110.  As alleged in Paragraph 45, Defendants converted the USDC to USDT and
transferred it to Wallets 2 and 3.

E. Victim Ally

111.  OnJanuary 5, 2024, Ally, a naturalized U.S. citizen from Croatia, who works as a
hotel receptionist and lives in Nassau County, New York, was contacted by “Chloe” who
claimed to work at USA Staffing Solution. Chloe told Ally about work opportunities for people
who had a social security number, bank account and who were at least 23 years old. Ally
expressed interest in the opportunity and was contacted the next day on WhatsApp by a trainer
named “Alexander”® who told her she would be working as a “Task Manager for Product
Ranking” for the company “Summit Digital Marketing” (“Summit”). Alex told Ally that the
work involved helping “retailers and merchants give their products better rankings.”

112.  On or around January 7, 2024, Alex began training Ally in Summit’s training
account. Alex taught Ally the phony process for reviewing and submitting products. He also fed
her the lie that she would earn commissions for submitting product data based on the posted
price of the product, and that product merges—which were supposedly rare—would pay her
three times as much in commissions compared to those for a single product.

1. Defendants Repeatedly Tricked Ally into Sending Cryptocurrency
to Wallets They Owned and/or Controlled

113.  To sell the fraud, Alex explained that Ally would be using her money to make

more money and promised she would make at least 8% on a daily basis off of the amounts she

3 To avoid confusion with June’s trainer named Alexander, Ally’s trainer is hereinafter referred to as “Alex.”
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deposited. Alex also promised higher earnings through bonuses and increased commission rates
if Ally upgraded her status using Summit’s membership tier system.

114.  Alex showed Ally how to download a secure wallet through LBank and how to
convert cryptocurrency she held in a Coinbase account she already possessed into USDC for use
on the Summit platform. He then showed her how to “recharge” 100 USDC to her working
account from the balance in Coinbase. That same day, after Ally completed a product set, Alex
showed her how to withdraw her entire earnings balance of 165.76 USDT in her Summit account
to her Coinbase wallet.

115.  The next day, January 8%, after Ally converted other cryptocurrency in her
Coinbase wallet to USDC, Alex convinced her to fund her Summit working account with 500
USDC, ostensibly to receive a 5% deposit bonus and start earning higher commissions. He
promised her during the process, that “there’s no loosing [sic] money... everything that we can
put in we can take out once done so don’t even bother yourself about that.”

116. Near the end of her first week, Ally was able to withdraw approximately 1,000 in
USDC to her Coinbase wallet and 3,700 USDT to her LBank wallet from her Summit working
account. These were the last withdrawals Ally would ever be allowed to make. Over the next few
weeks, Ally was pulled further into the fraud and ended up putting all of these amounts and
much, much more right back into Summit.

117.  First, Alex told Ally that she could earn a 7% bonus if she upgraded to Silver and
started with 1,500 USDT in her working account. Convinced by the promises of profitability,
Ally spent $1,050 to upgrade to the Silver tier. Afterward, while working on her product sets, she
received one product merge after another, leading to an onslaught of large recharge amounts she

could barely satisfy. The largest recharges required her to deposit over 13,000 USDT on or
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around January 12, followed by nearly 30,000 USDT on or around January 15, and finally more
than 50,000 USDT on or around January 29.

118.  Ally went to painful lengths to cover the recharges so she could reach a
withdrawal point and extract her balance. These included depleting her available savings and
borrowing more than $30,000 from friends, family members and a co-worker that she could
hardly afford to repay. Meanwhile, Defendants made Ally migrate between Coinbase, Gemini,
Cash App, LBank and a Liberty X bitcoin ATM, all to ensure that she would complete her
cryptocurrency purchases and transfer it to Summit.

119. During all of this, Ally was unequivocal about the negative toll Defendants’ fraud
was taking on her. She told Alex on January 12 that the latest recharge was “too much money to
put down” and on January 13 that she “couldn’t sleep...thinking about [the] current situation.”
On January 15, after receiving the next recharge, Ally lamented that she would need to fall
behind on her mortgage and owed money to her sister to repay an earlier loan to cover the
previous recharge. On January 30, after she learned of the largest recharge, Ally told Alex that
people she had asked to borrow money from had refused and they warned her she was being
defrauded, which she said, “broke my spirit.”

120.  While Ally tried to figure out how she would cover the last and largest of these
recharges, Alex offered to “loan” her approximately 14,000 USDT towards it so that she could
complete her product set. Once Ally began accumulating and transferring the required USDT,
Alex supposedly furnished the amount he’d promised by transferring it directly to the same
Intermediary Wallet Ally had used. This was followed by a corresponding, illusory “reduction”
in Ally’s Summit working account balance. In reality, the true purpose and net result of Alex’s

“generosity” was that Ally was defrauded out of another 37,000 USDT by the Defendants.
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121. Finally, once Ally reached a point where she theoretically was permitted to
withdraw her earnings, Defendants moved the finish line by adding new fees and creating new
requirements to prevent Ally’s cryptocurrency from ever being returned to her. On February 14,
2024, Ally sought to withdraw over 100,000 USDT in “earnings” she was told she had
accumulated. But Summit’s Customer Service responded that Silver tier members were subject
to a 20,000 USDT withdrawal limit and recommended she upgrade to Diamond—at a cost of
10,000 more USDT— at which level her full withdrawal would be processed. When Ally tried to
lower her withdrawal request to the Silver limit, Defendants told her that “once a withdrawal
to ensure the security and integrity of

request has been submitted, it cannot be canceled...

[Summit’s] withdrawal transactions.” See Fig. 5 and 6, below.
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Fig. 3 Summit's messages to Ally imposing withdrawal
limits.

Fig. 4: Summit’s messages recommending
Ally “upgrade’ to Diamond tier
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122.  Ally satisfied the amount needed to upgrade to Diamond nine days later, on
February 23, 2024. Defendants responded the same day that Customer Service would process her
withdrawal immediately; however, over the next few days Defendants sent additional messages
incorrectly stating that Ally had upgraded only to Gold tier and telling her the withdrawal request
“lacks the necessary confirmations on the blockchain.” Ally was told she could resolve this by

depositing another 15,000 USDT to cover a “blockchain verification fee.” See Fig. 7-9, below.
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process of review, kindly wait for a moment! yf %W Thank you for your |nqu|ry.
Thank VOU 11116 am Dear User,
T ‘ . T
BeAruser, [ || Wenope this message finds you well. We Yes, the 15,000 USDT blockchain verification
We delighted to sh that " o C need to bring to your immediate attention a
& a"? igrvteciio snare:tial VOI.II: il . critical update regarding your recent i i I
deposited tunds formememneranis [ | L T O e fee will be directly addled to the withdrawal
| verification process. X
received. Our system is diligently processing ® | i aITIOLInt Of 1181312.75 USDT. The t0t3|
the upgrade, ensuring a seamless transition Withd 1 Confi i Status: .
to your enhanced Gold membership status. insufficient Confirmations . amount of 133,312.75 USDT will then be

As part of this process, once the upgrade is
finalized, the deposited funds, totaling
107,805.70 USDT, along with the upgrade
fee of 10,005 USDT, will be credited to your
withdrawal request. This will result in a new
balance of 117,810.70 USDT.

Verification Status: Not Verified

_ . _ disbursed into your binding withdrawal
/| Understanding your anticipation to receive

|| your withdrawal, we are dedicated to address
ensuring a swift and secure processing $
g experience. Unfortunately, we have

identified that your withdrawal request lacks

We sincerely appreciate your patience . the necessary confirmations on the i '
during this upgrade process, and we assure 2 blockchain, and your account is yet to q |f yOU ha\’e any furth&r QUESTIOHS Or HEEd
you that we are working diligently to || undergo verification. These circumstances Y | g % h
| complete it promptly. Be assured that we win | may result in potential delays in processing |
S sl ey | e ads s | assistance, please don't hesitate to reac
and we look forward to providing you with | timeframe. | | I
B i | £ outtous. We're here to help.

In order to expedite the confirmation

| Thank you once again for choosing our || process, fortify the security of your |
| services, and if you have any queries or ( withdrawal, and initiate the essential

require additional assistance, please feel account verification, we are necessitating an Best regardsr

free to reach out. =dited 2 || additional deposit of 15,000 USDT. This N~ f i i

< Aenncit will caver tha ramiirad faas tn 2 summlt Digltal c“stomer Service
o o@ @ S - A .

: 3
I o N

Figure 6: Summit’s message telling Ally Figure 7: Summit informing Ally of the

Figure 5: Summit’s message confirming e
her account must undergo verification. 15,000 USDT verification fee.

Ally’s membership upgrade and assuring
her they would process her withdrawal
request.

123.  After Ally underwent additional hardship to obtain and transfer the USDT to
cover the supposed “verification fee,” Defendants suddenly informed her that she needed to pay

another 9,332 USDT to cover an “escrow fee.” Ally paid this as well and Defendants initially

34

This is a copy of a pleading filed electronically pursuant to New York State court rules (22 NYCRR 8202. 5- b(d)(3)(|))
which, at the tinme of its printout fromthe court system s el ectronic website, had not yet been reviewed an

approved by the County C erk. Because court rules (22 NYCRR §202.5[d]) authorize the County Clerk to rej ect

filings for various reasons, readers should be aware that docunments bearing this | egend may not have been 34 of 50
accepted for filing by the County d erk.



CAUTI ON:  THI' S DOCUMENT HAS NOT YET BEEN REVI EWED BY THE COUNTY CLERK. (See bel ow.) | NDEX NO. UNASSI GNED
NYSCEF DOC. NO 2 RECEI VED NYSCEF: 01/09/ 2025

indicated that it would process her withdrawal, but then both Customer Service and her trainer
Alex simply stopped responding to Ally’s WhatsApp messages.

2. Defendants Steal Ally’s Cryptocurrency

124.  From January 5, 2024, when she was first contacted, through May 9, 2024, when
she made her last deposit into Summit, Ally purchased and transferred over $100,000 worth of
cryptocurrency to Defendants.

125.  Ally deposited this amount across at least 11 different Intermediary Wallets that
Defendants owned and/or controlled. Defendants used one of those Intermediary to defraud
Victim Luca and two other of those Intermediary Wallets to defraud Victim Mell, both of whom
are from New York.

126. Defendants used five of the Intermediary Wallets that Ally deposited stablecoins
into to transfer a cluster of USDC into the two Transition Wallets.

127.  In addition, Defendants transferred stablecoins from one of the five Intermediary
Wallets that Ally deposited stablecoins into to another wallet, and Defendants transferred
stablecoins from that wallet to Transition Wallet B.

128.  As alleged in Paragraph 42, Transition Wallet A transferred USDC into Transition
Wallet B, which then transferred USDC into Wallet 1.

129.  As alleged in Paragraph 45, Defendants converted the USDC to USDT and
transferred it to Wallets 2 and 3.

F. Victim Luca

130. On January 17, 2024, Luca, a 24-year old I.T. technician and resident of Nassau
County, New York, received an unsolicited text message from a person named “Eliana” claiming

to work for “Diverse Staffing” and offering remote work positions. Luca expressed interest and
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allowed Eliana to share his WhatsApp contact to receive the job details. Luca was then contacted
via WhatsApp by “Aria,” who claimed to be his trainer and provided him with details to work
with “Page Zero Media” (“Page Zero”).

131. Luca was told the work involved helping Page Zero’s clients by driving product
data and generating more exposure to “attract consumers and investors to expand their market.”
Aria told Luca that he had to complete sets of product data, which “[would be dispatched] and all
[he] had to do [was] submit [the] data in just one click.”

132.  Aria provided Luca with a link to the supposed Page Zero website and showed
him how the platform worked and how to register his working account. Aria also trained Luca to
“slide and submit” data once the “system” dispatched a product with its price and explained that
he would be compensated through commissions and salary, with product merges supposedly
generating triple the commission.

133.  Luca was told that all of his deposits to the platform would be included in his
account balance along with commissions earned, and that he would be able to withdraw his
deposits and his earnings after completing a product set.

1. Defendants Repeatedly Tricked Victim Luca into Sending
Cryptocurrency to Wallets Defendants Owned and/or Controlled

134. Luca began working in his individual working account on January 17, 2024, using
40 USDT Aria told him he earned during his training. Aria also told Luca about Page Zero’s
perks and different membership tiers, noting that Luca was starting at the Bronze level.

135.  As with other Victims, Luca very soon began encountering product merges that
required larger and larger deposits of stablecoins. A product merge on January 30, 2024, required
Luca to deposit 1,882.03 USDT, which he was unable to complete until February 7, 2024.

Immediately after making that deposit, Luca the same day received another product merge, this
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time requiring an even larger deposit of 3,463.18 USDT, which Luca satisfied by withdrawing
money from his brokerage account. Afterward, on February 16, 2024, Luca received yet another
product merge requiring an even larger deposit of 9,072.83 USDT, which he was unable to
complete until February 23, again using funds from his brokerage account.

136. Immediately after clearing the February 23 product merge, Luca immediately
received another one, requiring a 32,358.03 USDT deposit. Luca immediately began trying to
assemble the funds to purchase the stablecoins needed to satisfy the deposit requirement and
contacted Page Zero’s Customer Service about obtaining more time.

137.  On or around February 26, 2024, the Federal Bureau of Investigation (“F.B.1.”")
called Luca and alerted him that his “employment” with Page Zero was a suspected fraudulent
scheme. Luca followed up with the F.B.1. on February 28% to report his losses from the fraud.

2. Defendants Steal Luca’s Cryptocurrency

138.  From January 17, 2024 to February 23, 2024, Defendants deceived Luca into
purchasing and depositing $15,428.24 worth of stablecoins into their fraudulent scheme.

139.  Luca deposited this amount across nine different Intermediary Wallets owned and
controlled by Defendants, one of which Defendants also used to defraud Victim Mell, another
New York resident. Defendants also had Luca deposit stablecoins into a separate wallet also used
to defraud Mell.

140. In addition, Defendants transferred stablecoins from four of the Intermediary
Wallets used to defraud Luca to the Transitions Wallets.

141. As alleged in Paragraph 42, Transition Wallet A transferred USDC into Transition

Wallet B, which then transferred USDC into Wallet 1.

37

This is a copy of a pleading filed electronically pursuant to New York State court rules (22 NYCRR §202. 5- b(d)(3)(|))
which, at the time of its printout fromthe court systenmis electronic website, had not yet been revi ewed and

approved by the County C erk. Because court rules (22 NYCRR §202.5[d]) aut hori ze the County Clerk to reject

filings for various reasons, readers should be aware that docunments bearing this | egend may not have been 37 of 50
accepted for filing by the County d erk.



CAUTI ON:  THI' S DOCUMENT HAS NOT YET BEEN REVI EWED BY THE COUNTY CLERK. (See bel ow.) | NDEX NO. UNASSI GNED
NYSCEF DOC. NO 2 RECEI VED NYSCEF: 01/09/ 2025

142.  As alleged in Paragraph 45, Defendants converted the USDC to USDT and

transferred it to Wallets 2 and 3.
G. Victim Mell

143.  On January 11, 2024, Mell, a 31-year old teacher and resident of Queens, New
York, received an unsolicited text message from a person named “Amy Christian” who claimed
to be a recruiter from “Work Source Inc” and was looking to hire people for open positions at
“Sachs Marketing Group” (“Sachs”). After Mell expressed interest in the opportunity, he was
contacted the same day via WhatsApp by a trainer named “Anthony” who claimed to work at
Sachs and supposedly was assigned to train Mell for a role as a “Platform Rating Agent.”

144.  Anthony told Mell his role was to “create review[s] by giving 5-star rating[s] to
low-ranked products,” and that he would earn a commission and salary of approximately $500 to
$1,600 per week. He also told Mell that Sachs conducted all transactions in USDT, requiring
Mell to create a wallet to receive his compensation. Anthony gave Mell a link to the fake Sachs
website to register and create his own profile to use at the end of the mandatory training.

1. Defendants Repeatedly Tricked Victim Mell into Sending
Cryptocurrency to Wallets They Owned and/or Controlled

145. Mell already had a Coinbase account when Defendants first contacted him on
January 11, 2024 but Anthony instructed Mell to create another wallet on LBank to withdraw his
working account balance from Sachs. After completing his supposed training, Mell began that
same day to use his own working account to complete his product sets. Anthony showed Mell
how to withdraw some USDT from his working account that supposedly represented his
purported earnings. But, as with the other Victims, the Sachs platform quickly required him to

put the withdrawn amounts right back onto the platform.
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146.  Anthony sent Mell links to the cryptocurrency platform paybis.com to purchase
USDT to fund his account. Each time Mell had to deposit stablecoins, he contacted Sachs’
Customer Service to obtain the wallet to which he would send his deposit.

147. Between January 16 and January 22, 2024, Mell was instructed to make multiple
recharges to his Sachs working account totaling 26,202 USDT. Consistent with the fraudulent
scheme, each recharge was bigger than the last. To fund the recharges, Mell mostly used money
from his personal Chase bank account and bought USDT on LBank.

148.  Anthony also had Mell create an account on Wise.com (“Wise”), a Money
Service Business, which allowed Mell to send U.S. dollars directly to Sachs to cover the
recharges. When Mell used Wise, Sachs’ Customer Service provided him the names and email
addresses of the individuals to whom he had to send the dollar amounts to cover his deposit
demands. See Fig. 10-12 below.

[Remainder of Page Intentionally Left Blank.]
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149.  On January 14, 2024, Mell sent $520 to a person using the name “Jemalle Sulay”
“sulayjemalle@outlook.com,” and $1,390 on January 16, 2024 to a person using the name

“Annalyn Francisco Castillo” at “cahneahneol@gmail.com.” See Fig. 10-12 above. On January
16, 2024, Mell received yet another recharge for $4,300 that he covered using a third Wise
transfer to someone using the name “Princess Rhaiza Maxino Tomawis” at
“wise071622@gmail.com.” Each time Mell sent U.S. dollars to the names Defendants provided,
Sachs’ Customer Service claimed it converted it to USDT on his behalf to cover his deposit
requirements.

150. Fearing yet another recharge, Mell requested to Customer Service to withdraw his
funds from the platform. Customer Service responded that Mell needed to complete two more

product reviews before he could withdraw. The first of these reviews was for two products
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simultaneously, referred to as a “bonus mission,” which required another recharge of 8,832
USDT, leaving Mell confused and near tears.

151.  When Mell responded that he could not put any more money into the platform,
Defendants offered only to extend his time to make his deposits without losing any money and
also promised to “help [him] reduce the probability of getting a bonus mission.” Defendants also
told Mell he would receive “bonuses” in his working account to incentivize him into making his
outstanding deposits. It worked. On January 17, 2024, Mell sent another $8,832 via Wise to a
person using the name “Joymie Lynn Garcia Parinas” at “arrianesey@gmail.com” to cover the
recharge for the bonus mission.

152. At Defendants’ request, Mell attempted another Wise transfer in U.S. dollars to
cover another deposit but was unsuccessful. Defendants then pushed Mell to make the transfers
in British pounds. When Mell proposed calling Wise to remedy his failed requests, Defendants
advised him to “stop transferring money for now and let your account cool down for a while”
and that he needn’t contact Wise, as Defendants would “find a way for [him].”

153. When Mell eventually insisted on contacting Wise, Customer Service told him to
“always say the amount [is] to transfer to a family member and don’t let customer service ask
you too many questions because there will be a lot of questions.”

154.  On January 18, 2024, Wise terminated Mell’s account with a frozen balance of
$9,010.96 for exceeding the platform’s risk tolerance, with a two-to-five day waiting period
before he could withdraw his funds. Defendants then urged Mell to make his deposits using wire
transfers on Coinbase.

155.  On January 22, 2024, Mell purchased approximately 18,835 USDC on Coinbase,

which he sent to Defendants using a wallet address he received from Sachs’ Customer Service.

41

This is a copy of a pleading filed electronically pursuant to New York State court rules (22 NYCRR 8202. 5- b(d)(3)(|))
which, at the tinme of its printout fromthe court system s el ectronic website, had not yet been reviewed an

approved by the County Cl erk. Because court rules (22 NYCRR §202.5[d]) authori ze the County Clerk to rej ect

filings for various reasons, readers should be aware that docunments bearing this | egend may not have been 41 of 50
accepted for filing by the County d erk.



CAUTI ON:  THI' S DOCUMENT HAS NOT YET BEEN REVI EWED BY THE COUNTY CLERK. (See bel ow.) | NDEX NO. UNASSI GNED
NYSCEF DOC. NO 2 RECEI VED NYSCEF: 01/09/ 2025

Despite the transfer, the USDT balance in his working account did not increase to reflect that
deposit. Mell told Defendants he was “scared” and wanted to withdraw his funds.

156. Inresponse, Customer Service told Mell he was a Diamond-level participant and
needed to complete 10 more missions before he could withdraw. In addition, Mell’s working
account required another deposit of 116,082 in USDT. Overcome with shock, Mell responded
that he was “shaking” and needed to “go to the E.R.” because he was “about to die.”

157. To preserve Mell’s willingness to keep depositing, Defendants claimed to have
“negotiated” with the product merchants to lower the amount owed by 35,000 USDT, and that
Mell would only need to deposit 81,082.78 USDT. Mell countered that it was “impossible” and
that he “could not even pay rent.” Customer Service then offered to lower the amount further by
applying “bonuses” that Mell had earned, leaving him still responsible for a balance of over
61,000 USDT. Mell remained adamant that he was still unable to pay this amount and even sent
Customer Service a screenshot of his bank account showing a negative balance of $84.00.

158.  The next day, January 23", Customer Service continued to negotiate with Mell,
telling him that if he deposited 40,000 stablecoins, he would receive another 16,000 in bonuses
that he could apply to his negative balance, and that “[f]or $44k, [Mell] can settle the entire
negative amount of the account.” Mell borrowed money to cover the reduced amount, including
$5,000 from a friend, which he used to purchase the stablecoins and transferred to Defendants on
January 24" and 25%,

159. In reality, none of these bonuses or advances were real. All of these “gestures”
were Defendants simply reducing the amount Mell believed he owed, leaving him to cover the
difference, which meant that he kept sending stablecoins to Defendants. The net result is that

Defendants defrauded Mell out of an additional over $44,000 worth of stablecoins.
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160. On January 25, 2024, believing he held 194,838.42 USDT in his Sachs working
account which included approximately $80,235.40 of his own deposits, Mell tried to withdraw
his entire balance. Instead, Mell was told his withdrawal password was incorrect and that
resetting his password required a 24-hour waiting period as a “platform protection mechanism.”

161.  After the 24-hour waiting period, Defendants again denied Mell’s withdrawal, this
time because his “account credit score” supposedly was insufficient due to the multiple deposit
extensions he had been granted. To improve the score, Customer Service told Mell he needed to
deposit 40% of his requested withdrawal amount—77,935.38 USDT—which would be added to
his balance, resulting in a total withdrawal of 272,773.80 USDT.

162.  When Mell balked at this additional deposit, Customer Service again lowered the
amount through “loans” and “gifts,” bringing Mell’s deposit requirement down to 57,735.86 in
stablecoins. Not wanting to lose his $80,235.40 and still believing Customer Service’s lies,
which included a promise to lend him another 28,000, Mell took out a bank loan on February 12,
2024 for $30,000 to send to the Defendants. Shortly after, Customer Service increased the
portion Mell was responsible for by another $8,000 worth of stablecoins.

163. To keep Mell believing he would be able to withdraw his balance, Defendants
sent $30 to his LBank wallet as a “test” of the withdrawal process. However, Defendants then
demanded Mell pay back 70,000 USDT in supposed loans they had sourced for him before the
final withdrawal. They also told Mell they could not deduct the 70,000 USDT from his balance
and that he had to send it separately. Mell was unable to deposit this latest amount and was never
able to withdraw his deposits from the Sachs platform which, in total, exceeded $100,000 worth

of stablecoins.
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2. Defendants Steal Mell’s Cryptocurrency

164. From January 11, 2024 to March 1, 2024, Defendants defrauded Mell into
purchasing and depositing $118,535.40 worth of stablecoins into their fraudulent scheme.

165.  Mell deposited this amount across nine different Intermediary wallets that
Defendants owned and/or controlled. Defendants used the Intermediary Wallets and a separate
wallet they instructed Mell to deposit stablecoins into to defraud fellow New York resident Luca.
Mell was further instructed to send stablecoins to two other wallets that Defendants used to
defraud Ally, another New York resident.

166. In addition, Defendants transferred stablecoins from seven of the Intermediary
Wallets used to defraud Mell to Transition Wallet B.

167. As alleged in Paragraph 42, Transition Wallet B transferred USDC into Wallet 1.

168. As alleged in Paragraph 45, Defendants converted the USDC to USDT and
transferred it to Wallets 2 and 3.

CAUSES OF ACTION
FIRST CAUSE OF ACTION
Martin Act Commodities Fraud- Article 23-A of the General Business Law § 352 et seq

169. The Attorney General repeats and re-alleges the paragraphs above as if fully
stated herein.

170.  The stablecoins referred to herein are cryptocurrencies that constitute
commodities under the Martin Act.

171.  The acts and practices alleged herein violated Article 23-A of the GBL in that
Defendants employed, or employs, or is about to employ any device, scheme, or artifice to
defraud or for obtaining money or property by means of any false pretense, representation or

promise in the issuance, exchange, purchase, sale, promotion, negotiation, advertisement,
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investment advice or distribution within or from this state of commodities, and constituted
fraudulent practices as defined in GBL § 352 ef segq.

172.  The acts and practices alleged herein violated Article 23-A of the GBL in that
Defendants employed, or employ, or are about to employ deception, misrepresentation,
concealment, suppression, fraud, false pretense or false promise in the issuance, exchange,
purchase, sale, promotion, negotiation, advertisement, investment advice or distribution within or
from this state of commodities, and constituted fraudulent practices as defined in GBL § 352 et
seq.

SECOND CAUSE OF ACTION
Martin Act Commodities Fraud- Article 23-A of the General Business Law § 352-c

173. The Attorney General repeats and re-alleges the paragraphs above as if fully
stated herein.

174.  The acts and practices alleged herein violated GBL§ 352-c(1)(a) in that
Defendants used or employed fraud, deception, concealment, suppression, or false pretense,
where engaged in to induce or promote the issuance, distribution, exchange, sale, negotiation, or
purchase within or from this state of commodities, as defined in GBL § 352, regardless of
whether issuance, distribution, exchange, sale, negotiation or purchase resulted, and constituted
fraudulent practices as defined in GBL § 352 ef seq.

175. The acts and practices alleged herein violated GBL§ 352-c(1)(b) in that
Defendants made promises or representations as to the future which were beyond reasonable
expectation or unwarranted by existing circumstances where engaged in to induce or promote the
issuance, distribution, exchange, sale, negotiation, or purchase within or from this state of

commodities, as defined in GBL § 352, regardless of whether issuance, distribution, exchange,
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sale, negotiation or purchase resulted, and constituted fraudulent practices as defined in GBL §
352 et seq.

176.  The acts and practices of the Defendants alleged herein violated GBL§ 352-
c(1)(c) in that Defendants made, or caused to be made, representations or statements which were
false, where (1) they knew the truth, or (ii) with reasonable efforts could have known the truth, or
(ii1) made no reasonable effort to ascertain the truth, or (iv) did not have knowledge concerning
the representations or statements made where engaged in to induce or promote the issuance,
distribution, exchange, sale, negotiation, or purchase within or from this state of commodities, as
defined in GBL § 352, regardless of whether issuance, distribution, exchange, sale, negotiation
or purchase resulted, and constituted fraudulent practices as defined in GBL § 352 et seq.

177.  The acts and practices alleged herein violated GBL§ 352-c(6) in that Defendants
intentionally engaged in fraud, deception, concealment, suppression, false pretense or fictitious
or pretended purchases or sales, or made material false representations or statements with intent
to deceive or defraud, while engaged in inducing or promoting the issuance, distribution,
exchange, sale, negotiation or purchase within or from this state of commodities, as defined in
GBL § 352, and thereby wrongfully obtained property of a value in excess of two hundred fifty
dollars, and constituted fraudulent practices as defined in GBL § 352 ef seq.

THIRD CAUSE OF ACTION
Repeated and Persistent Fraud-Violation of Executive Law § 63(12)

178.  The Attorney General repeats and re-alleges the paragraphs above as if fully
stated herein.
179.  The acts and practices of the Defendants alleged herein constitute conduct

proscribed by Executive Law § 63(12), in that Defendants engaged in repeated fraudulent acts or
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otherwise demonstrated persistent fraud in the carrying on, conducting, or transaction of

business.
FOURTH CAUSE OF ACTION
Repeated and Persistent Illegality- Violation of Executive Law § 63(12)
(Illegality) Violations of the Martin Act

180. The Attorney General repeats and re-alleges the paragraphs above as if fully
stated herein.

181. The acts and practices of the Defendants alleged herein constitute conduct
proscribed by Executive Law § 63(12), in that Defendants engaged in repeated fraudulent or
illegal acts in violation of GBL § 352 ef seq.

182. Defendants’ conduct constitutes repeated fraudulent or illegal acts or otherwise
demonstrated persistent fraud or illegality in the carrying on, conducting or transaction of
business.

FIFTH CAUSE OF ACTION
Repeated and Persistent Illegality- Violation of Executive Law § 63(12)
(Illegality) Violations of GBL § 349

183. The Attorney General repeats and re-alleges the paragraphs above as if fully
stated herein.

184. GBL § 349 prohibits “[d]eceptive acts or practices in the conduct of any business,
trade, or commerce or in the furnishing of any service in [New York].”

185. By virtue of their actions alleged above, Defendants have engaged in repeated and
persistent violations of GBL § 349.

186. By repeatedly and persistently violating GBL § 349, Defendants have engaged in

repeated and persistent illegal conduct in violation of Executive Law § 63(12).
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SIXTH CAUSE OF ACTION
Repeated and Persistent Illegality- Violation of Executive Law § 63(12)
(Illegality) Violations of GBL § 350

187. The Attorney General repeats and re-alleges the paragraphs above as if fully
stated herein.

188.  GBL § 350 prohibits “[f]alse advertising in the conduct of any business, trade or
commerce or in the furnishing of any service in [New York].”

189. GBL § 350-a further provides that “false advertising” is advertising that is
“misleading in a material aspect.”

190. By virtue of their actions alleged above, Defendants have engaged in repeated and
persistent false advertising in violation of GBL § 350.

191. By repeatedly and persistently violating GBL § 350, Defendants have engaged in

repeated and persistent illegal conduct in violation of Executive Law § 63(12).

PRAYER FOR RELIEF

WHEREFORE, Plaintiff demands order and judgment as follows:

1. Prohibiting Defendants from disposing of, processing, routing, facilitating,
selling, transferring, encumbering, removing, paying over, conveying, or otherwise interfering
with debts, accounts, receivables, rights of payment, or tangible or intangible assets of any kind,
whether such property is located inside or outside of the United States, including, but not limited
to, the approximately 219,840 USDC in Wallet 1 and the approximately 862,347 and 1,097,320
USDT in Wallets 2 and 3, respectively, until such time as OAG is able to take custody thereof, or
arrange for Circle and Tether to transfer custody thereof, to an OAG-designated third-party;

2. Permanently enjoining Defendants from engaging in the fraudulent, deceptive,

and illegal acts alleged herein and from violating the Martin Act, Article 23-A of the General
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Business Law, Article 22-A of the General Business Law §§ 349 and 350 and Executive Law
§ 63(12);

3. Permanently enjoining Defendants from engaging in any business related to the
issuance, offer, distribution, exchange, promotion, advertisement, negotiation, purchase,
investment advice, or sale of commodities within or from this state;

4. Permanently enjoining Defendants from advertising to, or soliciting persons for,
employment opportunities, within and from this state;

5. Permanently enjoining Defendants from sending any unsolicited text messages or
other communications to New Yorkers, within and from this state;

6. Directing Defendants to make restitution of all funds they obtained from all
persons harmed by fraudulent and deceptive acts fraudulent and deceptive acts and repeated
fraudulent acts and persistent illegality complained of herein;

7. Directing Defendants to pay damages as well as any applicable pre-judgment
interest to all persons who were directly or indirectly defrauded by Defendants’ violations of the
Martin Act, Article 23-A of the General Business Law, Article 22-A of the General Business
Law §§ 349 and 350 and Executive Law § 63(12);

8. Directing Defendant to disgorge all amounts obtained in connection with or as a
result of Defendants’ violations of the Martin Act, Article 23-A of the General Business Law,
Article 22-A of the General Business Law §§ 349 and 350 and Executive Law § 63(12);

0. Directing Defendants to pay a civil penalty of $5,000 to the State of New York for
each violation of Article 22-A pursuant to GBL §350-d;

10. Directing that Defendants pay Plaintiff’s costs and fees;
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11.  Directing such other equitable relief as may be necessary to redress Defendant’s

violations of New York law; and

12. Granting such other and further relief as may be just and proper.
Dated: January 9, 2025 LETITIA JAMES
New York, New York Attorney General of the State of New York

Shantelee Christie
Jonathan Bashi
Assistant Attorneys General

Kenneth Haim
Deputy Chief, Investor Protection Burau

Shamiso Maswoswe

Chief, Investor Protection Bureau
28 Liberty Street

New York, New York 10005
Tel.: (212) 416-8769

Counsel for the People of the State of New York

50

This is a copy of a pleading filed electronically pursuant to New York State court rules (22 NYCRR 8202. 5- b(d)(3)(|))
which, at the tinme of its printout fromthe court system s el ectronic website, had not yet been reviewed an

approved by the County Cl erk. Because court rules (22 NYCRR §202.5[d]) aut hori ze the County Clerk to rej ect

filings for various reasons, readers should be aware that docunments bearing this | egend may not have been 50 of 50
accepted for filing by the County d erk.



