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You Can Protect The People You Love:

e Share this with your grandparents: make
sure they know that this scam is com-
mon and it CAN happen to them.

e Have a code question they can ask that
you will never tell anyone else.

* Give them the ok to ALWAYS check
with other family members to see where
you are.

e Tell them to NEVER wire money to
someone they don’t know.

*  Encourage them to call the police or the
Office of the Attorney General if they
get a call like this.

Protect Your Loved Ones AND Your Identity

e Use privacy settings on your social media.

e Limit the amount of personal information
you make available.

*  Only “friend” people you actually know.

e Develop strong passwords on your phone
and any online accounts.

* Don’t share passwords with friends.

Need more information?
Want to report a scam?
Contact the Office of the

NYS Attorney General
www.ag.ny.gov | 800-771-7755

Uh, Grandma...
That’s not ME!

“erandima, 's mme...
\o\casc don*ttell

MOW\—...”

If only your
grandparents

could see the
other end

of the line.




Here’s How it Works:

Criminals assume your identity to steal from
your grandparents. And sometimes you give

them the information to do it.

Here’s how it works:

Your grandparents get a call, usually in the
middle of the night:

“Grandma, it’s me...
I’m in trouble.”

Startled out of a sound sleep, your grandpar-
ent may actually provide the name:

“Mike, is that you?”

More and more often, though, scammers
have checked out your social media pages,
figured out who your relatives are and are
coming armed with information.

It will go something like this:

‘“We went to Canada for a concert
and I got arrested for DWI.
I need bail money.
Please don’t tell Mom.”

What Happens Next?

Your grandparent is instructed to wire $1,000,
$5,000, even $10,000 to somewhere out of
state or out of the country. And when you wire
money, it’s the same as handing them a wad of
cash. There’s no getting it back.

The Stories Change,
the Demands Do Not.

Instead of an arrest, it might be a car accident,
or a drug arrest or a medical emergency. But
the “ask” is the same: wire money, don’t ask
questions, don’t tell anyone.

Scammers know how to play this: They use
your social media accounts to find real names,
real interests, real phone numbers. Or they
steal your phone and have all the information
they need. They call in the middle of the night,
counting on the confusion of a sudden waking
and the expectation of bad news at that hour.

Most of all, they play on a grandparent’s un-
conditional love and their desire to help their
loved ones, no matter what the cost. And they
count on people being too embarrassed to re-
port the crime.

Crimes Should Be Reported

Call local law enforcement and the Office
of the Attorney General, even if you are just
contacted by a scammer and didn’t send any
money. Keeping track of how the grandparent
scam is committed can go a long way toward
preventing it.

Also, tell the victim to call the money wiring
service they used; it may help them identify
agents who facilitate the scam. If the scam in-
volved wiring money to Canada, contact Cana-
dian authorities on their hotline: 888-495-8501.



